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Abstract: Use of data in unprecedented scale and flow of 
data among irrelevant users would affect the personal life of 
any person. Most of the countries all over the world already 
addressed the issue by introducing laws for personal data 
protection. While countries like Portugal and Chile recognised 
this under the Constitution as ‘Right to Personal Data 
Protection’, some other countries recognised it under a specific 
piece of legislation as ‘Personal Data Protection Act’. This 
article is based on an analysis of possibilities for recognising 
protection of personal data under the Constitutional Right 
perspective in Sri Lanka. 
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INTRODUCTION 

“Rapid technological developments and 
globalization have brought new challenges for 
the protection of personal data. The scale of the 
collection and sharing personal data has increased 
significantly. Technology allows both private 
companies and public authorities to make use of 
personal data on an unprecedented scale in order 
to pursue their activities.”1 

Use of data in unprecedented scale and flow of data 
among irrelevant users would affect the personal life of 
any person. Most countries all over the world already 
addressed the issue by introducing laws for personal 
data protection. While countries like Portugal and 
Chile recognised this under the Constitution as ‘Right 
to Personal Data Protection’, some other countries 
recognised it under a specific piece of legislation as 

‘Personal Data Protection Act’. This article is based on 
an analysis of possibilities for recognising protection of 
personal data under the Constitutional Right perspective 
in Sri Lanka. This will be discussed under the sub-
headings: 1) Distinguish right to personal data protection 
from right to privacy; 2) Possibilities of guaranteeing 
right to personal data as a Constitutional right in 
Sri Lanka; 3) Suggestions for an Act of personal data 
protection which provides the legal framework for this 
Constitutional right (fundamental right) to be exercised.

DISTINGUISH RIGHT TO PERSONAL DATA 
PROTECTION FROM RIGHT TO PRIVACY

Previously, ‘right to privacy’ was treated as an umbrella 
clause which included most of the concepts relating to 
the personal life of an individual. Protection of personal 
data was one among those. Attempts to recognise 
protection of personal data as an independent concept 
which is no longer dependent on ‘right to privacy’ was 
emerged. Interestingly, a tendency to recognise these 
concepts as two different concepts which have their own 
way of independency can be witnessed recently. Famous 
scholarly discussions with this regard mostly depend on 
opinions of De Hert & Gutwirth (2007). These scholars 
propose an ingenious way to illustrate the differences 
in scope, rationale and logic between these two rights. 
They characterise privacy as a “tool of opacity” and data 
protection as a “tool of transparency”. In connecting 
the invention and elaboration of these legal tools to the 
development of the democratic constitutional state and 
its principles, the above mentioned authors state that:
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“the development of the democratic constitutional 
state has led to the invention and elaboration of 
two complementary sorts of legal tools which 
both aim at the same end, namely the control and 
limitation of power. We make a distinction between 
on the one hand tools that tend to guarantee non-
interference in individual matters or the opacity 
of the individual, and on the other, tools that tend 
to guarantee the transparency/accountability of 
the powerful” (De Hert & Gutwirth, 2007). 

In developing the fundamental differences between these 
tools, the authors explain that:

“The tools of opacity are quite different in nature 
from the tools of transparency. Opacity tools 
embody normative choices about the limits of 
power; transparency tools come into play after 
these normative choices have been made in order 
still to channel the normatively accepted exercise 
of power. While the latter are thus directed 
towards the control and channelling of legitimate 
uses of power, the former are protecting the 
citizens against illegitimate and excessive uses of 
power.” (De Hert & Gutwirth, 2007)

“Through the application of these ideas, 
governments try to reconcile fundamental but 
conflicting values such as privacy, free flow of 
information, governmental need for surveillance 
and taxation, etc... keeping in mind the societal 
need to collect, store and process data, along with 
the relative ease through which entities collecting 
such data can abuse power and infringe privacy, 
data protection seems to assume an administrative 
role. In fact, and as Blume notes, this is one of 
the functions of traditional administrative law that 
has been extended to data protection law.” (De 
Hert & Gutwirth, 2007).

Privacy is a concept which is introduced to ensure 
the non-interference in individual matters, including 
interference by government or by private sector, which 
would make obstacles for personal autonomy. Data 
protection is not always so private. According to De 
Hert & Gutwirth (2007) it is a ‘tool of transparency’ 
which would ensure the processing of personal data. 
After all, the data protection is procedural while privacy 
is substantive in the face of rights. A matter of data 
protection is based on the procedural way of protecting 
the personal data. The major discussion of this article 
includes that the concepts of “personal data” and “data 
relating to personal life” are not the same and should not 
be confused as same concepts. The phrase “information 
relating to the personal life” describes any information 
which holds the credibility of damaging the dignity of 

any person if the information is revealed or might affect 
his or her private life in a significant manner and it is 
considered as the information which is protected under 
concept of “Right to Privacy”. After all, privacy is about 
‘deciding yourself who will get which information 
about you’. Apart from that, any information which is 
connected with any natural person but not in the stage 
of damaging him or her private life, such identified or 
identifiable information can be recognised as “personal 
data”. Furthermore, “identifiable person” means a person 
who can be easily identified through a given data.

According to Article 2 of the European Union (EU) 
Directive 95/46, the enlarged idea of “personal data” 
clarifies that those data are treated as any information 
relating to an “identifiable natural person” who can be 
identified directly or indirectly, in particular, by reference 
to an identification number or to one or more factors 
specific to his physical, physiological, mental, economic, 
cultural or social identity. This means that the information 
is directly about a person, or can be traced back to this 
person; most importantly, the name, email address, and 
contact numbers etc. The basic argument is that there 
is a significant amount of information identifiable to us 
that we do not deem as private but we deem a significant 
amount of protection.

Recently, the difference between the ‘right to privacy’ 
and ‘right to personal data’ was recognised by the Chilean 
Constitution on 16th June of 2018 through an amendment 
Law No. 21.096. By this amendment, it was purposed 
to distinguish right to personal data from the right to 
privacy. It ensures the possibility of imposing legal 
duties on third parties which control personal data more 
effectively. They included a new provision for personal 
data protection.  This was recognised as a fundamental 
right which is granted by the Constitution of Chile.

With the above mentioned amendment, Article 19 of 
the Chilean Constitution is as follows,

“The Constitution ensure to every person: 

The respect and protection of private life and the 
honor of the person and family, and furthermore, 
the protection of personal data. The treatment and 
protection of this data will be put into the form 
and condition by law”. 

This has exemplarily revealed that Right to privacy 
and right to personal data has their own perspectives and 
should be treated as two different rights. It is clear that 
privacy, itself a fundamental right, is a value that the right 
to data protection seeks to protect (McDermott, 2017).
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POSSIBILITIES OF GUARANTEEING RIGHT TO 
PERSONAL DATA AS A FUNDAMENTAL RIGHT 
(CONSTITUTIONAL RIGHT) IN SRI LANKA 

Rights are recognised as such because they protect 
particular values of a polity, and whilst rights violations 
often result in serious harm to claimants, this is not a 
necessary component of a claim because a breach of 
those rights is an attack on the values underpinning the 
legal system, and that is the harm that human rights 
jurisprudence seeks to protect against (McDermott, 
2017). 

Fundamental rights are defined as “rights contain in 
a Constitution or in a certain part of it, or if the right in 
question are classified by a Constitution as fundamental 
rights” (Tzanou, 2017). More specifically fundamental 
right is a basic or foundation, derived from law; a right 
be deemed by the Supreme Court to receive the highest 
level of Constitutional protection against government 
interference. 

Possibilities of recognising personal data protection 
as a fundamental right should be considered with more 
relevant examples. Charter of Fundamental Rights of 
the European Union would be the best example to be 
used. While international law instruments normally 
use the term ‘human rights’, the EU (and national legal 
orders) speak of ‘fundamental rights’. According to the 
preamble of the Charter, “it is necessary to strengthen 
the protection of fundamental rights in the lights of 
changes in society, social progress and scientific and 
technological development by making those rights more 
visible”2. Furthermore, they admitted the fundamental 
rights as a result of constitutional traditions and also 
as international obligations which are common to the 
Member States of the European Union. 

The recognition of Data Protection as a Fundamental 
Right in the EU seems to broadly satisfy the criteria 
employed by international human rights scholars for 
the introduction of new human rights: Data Protection 
reflects fundamental social values   in the era of the rapid 
advancement of the technologies; it has been relevant 
for some time in national, international and transnational 
systems.; it is consistent with the existing body of laws 
in  the field; it achieved a high degree of consensus at 
least in the EU; and it gives rise to ‘identifiable rights 
and obligations3. 

According to the EU Network of Independent Experts 
on Fundamental Rights, finally there is a pragmatic 
reason for the elevation of data protection to the status 
of a fundamental right: individuals must be aware of 
its existence and be conscious of the ability to enforce 

it in the light of the new challenges arising from the 
rapid development of information and communication 
technologies3.

This article treated fundamental rights and 
Constitutional rights as same. Constitutional rights have 
gradually been applied in horizontal relationships, their 
origin lies in regulating the vertical relationship, between 
citizen and state. Constitutional rights provide citizens 
with the freedom from governmental interference, for 
example in their private life or freedom of expression4. 

The values constitutional rights protect are seen as 
particularly weighty and essential to human dignity 
or personal freedom; they concern matters such as 
privacy and freedom of expression, but also lay down 
procedural rules that regulate the state and its organs, 
such as the separation of powers, the authority of the 
different powers and the democratic voting process. The 
constitution is literally the constitution of a state which 
provides the fundaments on which the nation is based. 
Although the provisions in the constitution can generally 
be changed, it is often more difficult to alter those than 
non-constitutional rights. Many countries require a 
qualified majority to change the constitution and demand 
that two parliaments in a row, after elections having 
taken place, must agree on altering the constitution. 
This research would also include the possibilities of 
introducing the “right to protection of personal data” 
under the Constitution of Sri Lanka. 

The best example for introducing right to personal 
data in a fundamental right manner is Article 7 and 
Article 8 of the European Union Charter of Fundamental 
Rights2. 

As mentioned in the Article 7: Respect for private and 
family life:

“Everyone has the right to respect for his 
or her private and family life, home and 
communication”2.

This has separately stated that the ‘right to privacy’ by 
means of protection of information relating to a private 
life.  

Article 8 of the Charter has given the recognition of 
right to protection of personal data as mentioned below2. 

1.	Everyone has the right to protection of personal 
data concerning him or her.

2.	Such data must be processed fairly for specified 
purposes and on the basis of the consent of the 
person concerned or some other legitimate basis 
laid down by law. 
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3.	Everyone has the right of access to data which has 
been collected concerning him or her, and the right 
to have it rectified. 

4.	Compliance with these rules shall be subject to 
control by an independent authority.  

The concept of personal data protection in a 
constitutional right manner is not a novel thing. ‘Right to 
data protection’ has been recognised by Constitution in 
many countries. Article 35 of the Portugal Constitution 
stated that specifically based on computerised data5:

1.	Every citizen has the right to access to all 
computerized data that concern him, to be informed 
of the purpose for which they are intended, all 
as laid down by law, and to require that they be 
corrected and updated.

2. Computers shall not be used to process data 
concerning political affiliation, religion, or private 
life, except where the processing of data is done 
for the purpose of processing statistical data that 
cannot be individually identified. 

This has proven that right to personal data protection 
can be recognised also under the Constitution of 
Sri Lanka and this can be done as same as how Sri Lanka 
introduced ‘right to information’ under Article 14A of the 
Constitution. 

SUGGESTIONS FOR AN ACT OF PERSONAL 
DATA PROTECTION WHICH PROVIDES THE 
LEGAL FRAMEWORK FOR THIS FUNDAMENTAL 
RIGHT TO BE EXERCISED 

As mentioned above the introduction of ‘right to 
information’ under the Constitution was enabled by a 
piece of legislation named ‘Right to Information Act 
2016’ and, it is obvious that any right which has the 
Constitutional status may have the practical significance 
through an enabling Act. Likewise, ‘Protection of 
Personal Data Act’ can be suggested as the procedural 
way of formulating the processing of personal data both 
private companies and public authorities use. Mainly this 
must prohibit the unnecessary processing of collected 
data.

The concept, ‘processing’ means any operation or set 
of operations which is performed on personal data or on  a 
set of personal data, whether or not by automated means, 
such as collection, recording, organisation, structuring, 
storage, adaptation or alteration, retrieval, consultation, 
use, disclosure by transmission, dissemination or 
otherwise making available, alignment or combination, 
restriction, erasure or destruction. 

This can be guided by Article 5 of the General Data 
Protection Regulation (GDPR) 2016/6796. It provided 
that principles relating to processing of personal data 
under six categories as mentioned below.

Personal data shall be: 

a.	 Processed lawfully, fairly and in a transparent 
manner in relation to the data subject (lawfulness, 
fairness and transparency).

b.	Collected for specified, explicit and legitimate 
purposes and not further processed in a manner 
that is incompatible with those purposes; further 
processing for archiving purposes in public 
interest, scientific or historical research purposes 
or statistical purpose shall, in accordance with the 
Article 89(1), not be considered to be incompatible 
with the initial purpose (purpose limitation).

c. Adequate, relevant and limited to what is necessary 
in relation to the purposes for which they are 
processed (data minimisation).

d.	Accurate and where necessary, kept up to date; 
every reasonable step must be taken to ensure that 
personal data that are inaccurate, having regard 
to the purposes for which they are processed, are 
erased or rectified without delay (accuracy).

e. Kept in a form which permits identification of 
data subjects for no longer than necessary for the 
purposes for which the personal data are processed; 
personal data may be stored for longer periods 
insofar as the personal data will be processed 
solely for archiving purposes in the public interest, 
scientific or historical research purposes or 
statistical purposes in accordance with the Article 
89(1), subject to implementation of the appropriate 
technical and organisational measures required by 
this Regulation in order to safeguard the rights and 
freedom of the data subject ( storage limitation). 

f.	 Processed in a manner that ensures appropriate 
security of the personal data, including protection 
against unauthorised or unlawful processing and 
against accidental loss, destruction or damage, 
using appropriate technical or organisational 
measures (integrity and confidentiality).

Furthermore, it requires the establishment of an 
Authority which regulate each and every entity that 
engages with data collecting and processing; Data 
Protection Authority. The main duty of the said Authority 
should be investigating the conformation of above 
mentioned rules proposed by General Data Protection 
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Regulation (GDPR) 2016/679. Therefore, a new 
designation as Data Protection Officer can be introduced 
to work in any private or public authority as mentioned 
in the Article 37, 38 and 39 of GDPR7 with the basis 
of professional qualities and the knowledge of data 
protection laws and practice. His/her task shall consist of 
informing and advising the controller or the processor of 
any data to carry out the processing in accordance with 
the regulations mentioned in the above proposed Act. 

CONCLUSION 
The purpose of introducing a law for personal data 
protection should ensure the freedom of the persons 
related to that data. The law should facilitate possibilities 
that the person remains in control of their data. The 
owner of the data should be the one who decides with 
whom he needs to share their information, including who 
has access to it, for how long and for what purposes. The 
major argument based on the discussions of introducing 
a law for data protection is, to update law to prevent both 
private companies and public authorities use personal 
data on an unprecedented scale in order to pursue their 
activities.
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