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“\Where is your computer?
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IRRIGht here, in the next room

= | n our data centre

- "'_l-l- :

~ = At our service provider
-« Somewhere on the Cloud
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fo puter (or
r) 0ne, etc.) to do

helr work

computatlon IS
done on a server

Server Is some-
where on the
network

Requests




giolia"Computing

"A style of computing in which
Féspurces are provided as a service
= over the Internet or in private

networ

= dynamically scalable
and

. Often virtualized
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~ Will run on a large server farm somewhere

H o Cloud-Com puting~ Works

\/4 ous prowders Iet you use thelr Services

J__ Guipran account, perhaps just with a credit
ealid
Set Up: virtual servers or applications

Can increase capacity on a few minutes' notice
Can shut down when you don't need it
They send you a bill for what you use




gEmputing”

{Comes from the early days of the
[Rtermnet where we drew the network as

fa cloud... we didn’t care where the

& messages went... the cloud hid it from us”
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=~ Kevin Marks, Google
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sBEvelopment of Cloud

Co) putlng -

;,t cloud
'_"orking (TCP/IP abstraction)

documents (WWW data abstraction)

Current cloud

servers, applications, data, and heterogeneous
platforms




(“Jol "Characterlstlcs -

Oh-demand seIf—service
rJ“ ghi speed network access
esource pooling
= 'Locatlon Independence
Rapid elasticity
Measured service




£
r\rl ~naI Characteristiest™

= C Je d computlng often Ieverages
= Massive and rapid scalability

IHomogeneity
Virtualization
Resilient computing
Low cost software
Geographic distribution
Advanced security technologies




lecr ologles benind Cloud: =

(& putlng -
. _er wide-area networks

s Cheap
“+ High speed

= Reliable

7 V|rtua||sat|on
| e resources which are not really there

e Cheap, powerful hardware
« Dbut software still expensive




AOGW can we ensure people pay for our
services?
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= C r‘= tlng somethlng out of nothlng
= well not really nothing
&= Providing something using something
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V|rtual servers

—  multiple servers created from a single
physical server

* Virtual LANs
« Virtual Discs, etc.




\/\/r "Use Cloud Computiﬂg?”"

PG Lices capital expendltures on
m i'astructu e

. educes operational expenditures on
— " mfrastructure maintenance

—l-
e —-
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1'- Reduces the need for skilled manpower

~+ (Can be used from anywhere
— office, home, or while travelling

— all you need is a web browser and an
Internet connection




\/\/r 'Ioud (cont.)

e need to keep hardware for short-
m m igh-usage periods

suichi as end-of-month

= Dont need to keep back-up servers or
data




856" — Cost,Control« "

VI systems have variable demands
= Batch processing (e.g. New York Times)
& \Web sites with peaks (e.g. Forbes)

Startups with unknown demand (e.g. the
Cash for Clunkers program)

Reduce risk

No need to buy hardware until you need
it
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\/Jor“ than scalablllty elastlc:tyl

15y in rapidly changing health care business

d te take 3 - 4 months to give a department a
B Cerver cluster, then they would hoard it!

E"?‘ Using EC2, about 5 minutes!
' And they give it back when they are done!

» Scaling back is as important as scaling up




Ca "3 - Stick.to Our-Business

WVB5t companies don't WANT to do system
il ministration
y rf‘ Bes Say/S:
_* We drelis a publishing company, not a software

_;: — company
= But beware:

— Do you really save much on sys admin?

— You don't have the hardware, but you still
need to manage the OS!




Ty \/r)f' of Cloud Computlﬁg

Jr ‘tware as a SerV|ce
; H tform as a Service
o I Nffastructure as a Service IaaS
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\)er” are asa.Service«(SaaS)

r\r I|cat|ons running on a cloud
r\ essed via a web browser interface.

| Salesforce.com
Google Docs




SH _ “(cont.) .

nm ead of buylng software you rent it
J\* Athe hour

E or get it “free”
_— " Can be accessed from anywhere
- Using “any” device
— No maintenance
—  No upgrading
— No hassle

. Like a taxi service




Pla'__ ‘M asra.Service (Paa’S)
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Hre |des a comblnatlon of services do
develop/customise your applications

5 ?, "'pports the application development
= " life-cycle
o= e.g. Google's App Engine, Microsoft
Azure.
» Applications developed by subscriber

« Programming (.Net, Java, Python) tools
supplied by service provider
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Hr@ ider responS|bIe for the network
SEVENS, operating system, storage etc

y ‘v ore flexible than SaaS

More support than IaaS
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Riovides! basic infrastructure suchi as
SENVErs, storage, networking, etc.

s

= Tier 3

~—  Amazon EC2

Client should install OS, applications, etc.
Templates available
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(“Jol 'Deployment Models™

WD ate cIoud
serprlse owned: or leased

mmmunlty cloud
5 *"shared Infirastructure for specific community

= Public cloud
Sold to the public, mega-scale infrastructure

Hybrid cloud
composition of two or more clouds




055|b|I|ty of failure
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= ‘{“ [egal and Compliance

iting
Lack of Standards

Lock-In
can I move to a different provider?
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W at Il provider goes out of business?
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e C Je ds are masswely complex systems

y (“ eate many: security related issues

5 Clouds typically have a single security
— archltecture

~ but have many customers with different

demands

« \We may not understand security model

- (Can't verify if system is secure




VIOKETON Security

T r vendor’s security model
Where is the data stored?
\Who is securing it

=
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= = Administrator accountability
- Loss of physical contro
Data retention / backup standards
Redundancy / Disaster Recovery




eputatlon and expertise of prowder

'Performa nce
Availability of support
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< W any [SSues to be addressed
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= -' Don't get caught to the rain!

gihan@uom.lk




