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to discover new types of attacks based on previously built 

predictive models. The most prominent attacks on accessibility 

in the CIA Triad are distributed denial-of-service attacks. By 

using denial-of-service attacks targeted at the availability of 

and Reddit can become inaccessible by simply attacking the 

L1-norm 

based sparse linear models were used for feature selection to 

features. Simulation results validate the effectiveness of the 

INTRODUCTION

Service providers or enterprises in the Internet are 

 

impact the network performance regarding enormous 

et al

detection systems can shelter the network against some 

forms of attacks. The security mechanisms are generally 

packet patterns.

 It is crucial to be able to detect malicious network 

et al

of compromised machines together send an enormous 

 Such abnormal changes could be detected using 

descriptive statistical methods. Feinstein et al. (2003) 

anomalies and time window-based entropy changes were 
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Descriptive statistics-based detection methods rely on 

et al.

in the industry and many schemes have been proposed 

by various researchers. Previous research on this topic 

can be observed in the signature-based deep packet 

and data mining techniques (Silva et al.

et al.

et al.

 Fernandes et al.

based anomaly detection system using digital signature 

were generated via principal component analysis. The 

approach has low computational complexity and shows  

Another method is ant colony optimisation-based network 

anomaly detection (Fernandes et al

has satisfactory performance on false-positive rates. 

for detecting IRC-based botnets within a given network 

based on an evaluation of well-known IRC channel name 

patterns. This approach is mainly based on passively 

and server ports. 

 Shiaeles et al.

on the mean packet inter-arrival times. The approach 

DDoS attack and detecting the offending IP addresses. In 

 Rahbarinia et al. (2014) introduced a P2P botnet 

P2P botnets called PeerRush. The approach achieves 

The dataset labels are divided into two different classes; 

 Livadas et al. (2006) proposed machine learning 

relatively high. Lu et al. (2011) proposed a new method 

network application communities. The approach is based 

on the 256 ASCII bytes on the payload of the packets 

the botmaster on how and when to respond to received 

commands. The authors used standard deviation metric 

 Dittrich and Dietrich (2008) showed that new botnet 

paradigm is shifting. P2P - based botnets switch between 

the detectors to be developed need to be adaptive to sense 

This study detects network attacks using windowing 

based training samples by means of machine learning 

algorithms. Various algorithms were used to separate 

main objective of the proposed model is to use a two-

The proposed model does not rely on signature-based 

mechanisms or deep packet inspection. Both methods are 

easily attacked using encryption methods.
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the following contributions:

malicious classes. Layer 1 of the model decides 

Randomised sparse models were used with L1 

regularisation to select the appropriate feature set to 

increase the prediction performance and to decrease 

requires less training time.

The proposed model is very practical. It relies on 

system is described by using large volumes of packet 

models.

The rest of the paper describes the approach for ML-

METHODOLOGY

The proposed model relies on two fundamental concepts. 

to detect the attack type. The proposed system extracts 

important features using randomised sparse models with 

L1 regularisation and the extracted features are used to 

on the data patterns of communication amongst hosts. 

Figure 1 shows the block diagram of the proposed model. 

The model consists of two different layers. If there is no 

The model uses different machine learning-based 

naive Bayes.
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Most of the intrusion detection work in literature uses 

probing in tcp dump format. The number of attack labels 

et al. 

(2009) showed some important issues which affect the 

very poor evaluation of anomaly detection approaches 

(Tavallaee et al.

be used instead.

The Australian Centre for Cyber Security (ACCS) 

created a hybrid of the real modern normal and the 

research purposes and it can be downloaded from the 

Internet. In order to create a hybrid of the modern normal 

PerfectStorm tool. The dataset contains nine different 

 In order to reduce the computational complexity of 

network traces. Table 2 shows all the features used to 

build models in our approach.

Attack No. of rows Attack description

Normal 2,218,761

Fuzzers 24,246

Analysis 2,677

Backdoors 2,329 Security system bypassing method in order to access a computer

DoS 16,353 System resource exhasuting method to interrupt or suspend the services of a host

Exploits 44,525 Using known security problem (vulnerability), attackers send exploits to penetrate a system

Generic 215,481 A technique works against all blockciphers 

Reconnaissance 13,987 Information gathering

Shellcode 1,511 The payload in the exploitation of software vulnerability

Worms 174 The network based malicious piece of code that replicates itself

Feature Description

Sport Source port number

Dsport Destination port number

Dur Record total duration

Sbytes Source to destination transaction bytes

Dbytes Destination to source transaction bytes

Sttl Source to destination time to live value

Dttl Destination to source time to live value

Sloss Source packets retransmitted or dropped

Dloss Destination packets retransmitted or dropped

Sload Source bits per second

Dload Destination bits per second

Spkts Source to destination packet count

Dpkts Destination to source packet count

 Features used in model building

Continued – 
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Feature Description

Swin Source TCP window advertisement value

Dwin Destination TCP window advertisement value

stcpb Source TCP base sequence number

dtcpb Destination TCP base sequence number

trans_depth Represents the pipelined depth into the connection of http request/response transaction

res_bdy_len

Sjit Source jitter (mSec)

Djit Destination jitter (mSec)

Sintpkt Source interpacket arrival time (mSec)

Dintpkt Destination interpacket arrival time (mSec)

tcprtt

synack

ackdat

is_sm_ips_ports

ct_state_ttl

is_ftp_login If the ftp session is accessed by user and password then 1 else 0 

ct_ftp_cmd

ct_srv_src No. of connections that contain the same service and source address in 100 connections according to the last time

ct_srv_dst No. of connections that contain the same service and destination address in 100 connections according to the last time

ct_dst_ltm No. of connections of the same destination address in 100 connections according to the last time

ct_src_ltm No. of connections of the same source address in 100 connections according to the last time

ct_src_dport_ltm No. of connections of the same source address and the destination port in 100 connections according to the last time

ct_dst_sport_ltm No. of connections of the same destination address and the source port in 100 connections according to the last time

ct_dst_src_ltm No. of connections of the same source and the destination address in 100 connections according to the last time

Label 0 for normal and 1 for attack records

different in both different time intervals. 

 

different time frames.

selection method was used to determine which attributes 

model and at the same time reduces the model’s time 

et al

L1-norm-based 

et al

2017).

sparse solutions using L1-norm-based cost function. 

– continued from page 604
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Logistic regression and support vector machine selection models.

Continued -
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 ...(2)

that is retrieved. Recall is shown in equation (3).

The proposed evaluation model calculates the precis

 ...(3)

 The proposed evaluation model calculates the 

shown in equations (4) and (5).

 ...(4)

 ...(5)

 F
1

precision and recall.

 ...(6)

RESULTS AND DISCUSSION

series of experiments.  The main objective of this work 

by using a 2-layer architecture. Information on feature 

selection process using the L1-norm based sparse linear 

There are some well-known problems with L1 

a group of highly correlated variables. Even when a 

feature from the group of correlated variables. In order 

techniques. Given a dataset from iid en a dataset from iid,  then the 

random subset of the data of size  is defined as 

 is defined as . The 

  ...(1)

where where  are independent trails of a fair Bernoulli random  are independent trails of a fair 

t is 

0 < t < 1.

The following standard model evaluation metrics were 

accuracy-based performance evaluation is not enough 

F
1
 

common measurement metrics in information retrieval 

(Makhoul et al

that are relevant. Precision is shown in equation (2).

– continued from page 606
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Feature name Importance Feature name Importance Feature name Importance

Sjit 1.000 dwin 0.415 Spkts 0.005

Dload 1.000 0.315 is_ftp_login 0.000

ct_state_ttl 1.000 tcprtt 0.265 dbytes 0.000

is_sm_ips_ports 1.000 sloss 0.210 ct_ftp_cmd 0.000

ackdat 1.000 dur 0.145 dloss 0.000

ct_dst_sport_ltm 0.990 0.130 Djit 0.000

ct_dst_ltm 0.820 stcpb 0.130 Dpkts 0.000

ct_srv_src 0.745 ct_src_dport_ltm 0.125 Dintpkt 0.000

ct_srv_dst 0.690 dtcpb 0.065 0.000

sbytes 0.545 Sload 0.040 trans_depth 0.000

Sintpkt 0.520 synack 0.030 res_bdy_len 0.000

ct_src_ltm 0.465 swin 0.010 ct_dst_src_ltm 0.000

 Sparcity of the feature weights after training the lasso model 

the results obtained from the experiments with tables in 

the form of feature selection and without feature selection 

found in the dataset using the L1-norm based sparse 

from the dataset before the training phase of the model 

the data set and the model was constructed using the 

remaining 25 attributes. The important values of the 

selected attributes are shown in Table 3 and Figure 3. By 

aimed to complete the training phase of model building 

in a shorter time.

Figure 3: Feature importance values after training lasso model. 

Sjit 1.000 dwin 0.415 Spkts

Dload 1.000 smeansz 0.315 is_ftp_login

ct_state_ttl 1.000 tcprtt 0.265 dbytes

is_sm_ips_ports 1.000 sloss 0.210 ct_ftp_cmd

ackdat 1.000 dur 0.145 dloss

ct_dst_sport_ltm 0.990 dmeansz 0.130 Djit

ct_dst_ltm 0.820 stcpb 0.130 Dpkts

ct_srv_src 0.745 ct_src_dport_ltm 0.125 Dintpkt

ct_srv_dst 0.690 dtcpb 0.065 ct_flw_http_mthd

sbytes 0.545 Sload 0.040 trans_depth

Sintpkt 0.520 synack 0.030 res_bdy_len

ct_src_ltm 0.465 swin 0.010 ct_dst_src_ltm

 Feature importance values after training lasso model
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All features Feature selection

Prec Recall F
1

Prec Recal F
1

0.78 0.76 0.77 0.77 0.79 0.78

Backdoor 0.00 0.00 0.00 0.00 0.00 0.00

DoS 1.00 0.00 0.00 1.00 0.00 0.00

Exploits 0.55 0.90 0.69 0.54 0.94 0.68

Generic 1.00 0.98 0.99 1.00 0.97 0.99

Recon. 0.74 0.67 0.70 0.91 0.60 0.72

Shellcode 0.00 0.00 0.00 0.00 0.00 0.00

Worms 0.00 0.00 0.00 0.00 0.00 0.00

All features Feature selection

Prec Recall F
1

Prec Recal F
1

0.78 0.76 0.77 0.77 0.79 0.78

Backdoor 0.00 0.00 0.00 0.00 0.00 0.00

DoS 1.00 0.00 0.00 1.00 0.00 0.00

Exploits 0.55 0.90 0.69 0.54 0.94 0.68

Generic 1.00 0.98 0.99 1.00 0.97 0.99

Recon. 0.74 0.67 0.70 0.91 0.60 0.72

Shellcode 0.00 0.00 0.00 0.00 0.00 0.00

Worms 0.00 0.00 0.00 0.00 0.00 0.00

The proposed system is implemented using 64-bit 

Python 2.7 using scikit-learn machine learning library 

times and the average of the model measurements was 

calculated.

algorithms without feature selection are shown in 

Precision Recall F
1

Accuracy

Decision tree 0.92 0.99 0.95 0.9876

Random forest 0.98 0.98 0.98 0.9943

Neural net 0.81 0.01 0.03 0.8750

AdaBoost 0.89 1.00 0.94 0.9846

Naive Bayes 0.46 0.84 0.59 0.8312

Actual

Positive Negative Total

Predicted
Positive

Negative

Total

selection

algorithms with feature selection are shown in 

 Table 7 shows the corresponding confusion matrix 

algorithm with feature selection.

Precision Recall F
1

Accuracy

Decision tree 0.92 0.99 0.95 0.9869

Random forest 0.98 0.98 0.98 0.9940

Neural net 0.75 0.02 0.03 0.8748

AdaBoost 0.95 0.96 0.95 0.9884

Naive Bayes 0.44 0.85 0.58 0.8414

Actual

Positive     Negative Total

Predicted
Positive

Negative

Total

selection

Table 5 shows the corresponding confusion matrix of the 
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Table 8 shows the results obtained using the decision tree 

results are almost the same with the all feature-based 

model.

 Table 9 shows the results obtained using random 

which are constructed using a random sample of the 

results are almost the same with the all feature based 

model.

All features Feature selection

Prec Recall F
1

Prec Recal F
1

0.29 0.65 0.40 0.05 0.63 0.10

Backdoor 0.00 0.00 0.00 0.00 0.00 0.00

DoS 0.27 0.03 0.06 0.27 0.06 0.09

Exploits 0.66 0.08 0.14 0.62 0.84 0.71

Generic 0.82 0.98 0.89 0.49 0.39 0.44

Recon. 0.00 0.00 0.00 0.07 0.00 0.00

Shellcode 0.00 0.00 0.00 0.00 0.00 0.00

Worms 0.00 0.00 0.00 0.00 0.00 0.00

All features Feature selection

Prec Recall F
1

Prec Recal F
1

0.61 0.64 0.63 0.78 0.52 0.61

Backdoor 0.00 0.00 0.00 0.00 0.00 0.00

DoS 0.29 0.00 0.01 0.32 0.49 0.29

Exploits 0.53 0.76 0.63 0.59 0.62 0.53

Generic 0.98 0.97 0.98 0.98 0.97 0.98

Recon. 0.61 0.63 0.62 0.65 0.74 0.61

Shellcode 0.00 0.00 0.00 0.26 0.05 0.00

Worms 0.00 0.00 0.00 0.00 0.00 0.00

Table 11 shows the results obtained using AdaBoost 

All Feat. Acc. Feat. Sel. Acc.

Decision tree 0.8692 0.8677

Random forest 0.8921 0.8904

Neural net 0.7216 0.1047

Adaboost 0.8352 0.8356

 Accuracy results

Algorithm One-shot time (sn) Proposed (sn) 

Decision tree 45.933 10.105

Random forest 5.687.722 799.609

Neural net 4.230.729 422.746

AdaBoost 4.104.794 183.194

algorithms at layer 2 of the proposed algorithm.

Training time

In order to demonstrate the time performance of the 

Table 13 shows the total training time of the selected 

algorithms for one-shot and the proposed method. We 

observed that the proposed method had better time 

performance over the training phase.

CONCLUSION

on sparse linear model. The accuracy of the model will 

be reduced if only one algorithm is used to determine the 

L1

unnecessary features have been removed from the 

Table 10 shows the results obtained using neural network 
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is simpler than the model in which all attributes are used. 

observed that the accuracy performance of the proposed 

than other classes. The classes with low class distribution 

same time. Hence the performance of classes with fewer 

examples in the dataset will increase.
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