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Abstract: The amount of malicious network traffic in enterprise
systems has increased due to the spreading of botnets, fuzzers,
shellcodes or exploits, which threatens everyday operation of
enterprises. Building classification models from this malicious
traffic is an important issue. Classification models can help
to discover new types of attacks based on previously built
predictive models. The most prominent attacks on accessibility
in the CIA Triad are distributed denial-of-service attacks. By
using denial-of-service attacks targeted at the availability of
ClIA triad, it is intended to block access to services for legitimate
users who need to be connected to the service. Just like the
Mirai cyber-attack, major service providers such as Twitter
and Reddit can become inaccessible by simply attacking the
DNS servers. Hence, distributed denial-of-service, a rather
old type of attack, is still valid today. This paper describes
two-stage filtering based network traffic identification based
on network flow patterns. The paper also shows that the
predictive performance of the malicious traffic classification
model increases with the filtering of network flow. L/-norm
based sparse linear models were used for feature selection to
find an optimal feature set and determine the effect of different
features. Simulation results validate the effectiveness of the
proposed classification scheme.

Keywords: Cyber security, feature selection, malicious
network flow, sparse linear models.

INTRODUCTION

Service providers or enterprises in the Internet are
regularly targeted by different kinds of cyber-attacks,

including propagation of botnet traffic, distributed denial
of service (DDoS), backdoors, exploits, shellcode and
fuzzers (Ben-Asher & Gonzalez, 2015). The malicious
network traffic within a service provider may negatively
impact the network performance regarding enormous
traffic and may block service to the legitimate users
(Jiang et al., 2014; Cappers & Wijk, 2015). Various
network security peripherals such as firewalls or intrusion
detection systems can shelter the network against some
forms of attacks. The security mechanisms are generally
signature based. Hence, they are not adaptive with the
malicious traffic fluctuations or new types of network
packet patterns.

It is crucial to be able to detect malicious network
flows fast, precisely and in real time (Han ez a/., 2016). In
DDoS attacks, either a compromised machine or a cluster
of compromised machines together send an enormous
amount of network traffic to the server to exhaust
the resources. Fuzzing is another technique that is an
automated black-box software testing technique, which
involves finding implementation errors using injection of
invalid, random or unexpected data to a software.

Such abnormal changes could be detected using
descriptive statistical methods. Feinstein et al. (2003)
used Chi-square statistics to identify network flow
anomalies and time window-based entropy changes were
proposed in network flow to detect malicious traffic.
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Descriptive statistics-based detection methods rely on
prior known data. A noticeable difficulty is that network
flow anomalies are a timely changing target (Bhuyan
et al., 2015). It is difficult to accurately characterise the
set of malicious network traffic. A new type of malicious
traffic will continue to appear over time. As a result,
malicious network classification models must avoid the
over-fit to any predefined set of malicious traffic classes
(Srihari & Anitha, 2014).

Over the years, malicious network traffic
classification modelling has been a major research area
in the industry and many schemes have been proposed
by various researchers. Previous research on this topic
can be observed in the signature-based deep packet
inspection (DPI) methods for malicious signature, flow
analysis, anomaly-based detection, DNS-based detection
and data mining techniques (Silva et al., 2013; Jang-
Jaccard & Nepal, 2014; Khattak et al., 2014; Bekerman
etal.,2015).

Fernandes et al. (2015) have proposed a profile-
based anomaly detection system using digital signature
of network segment using flow analysis (DSNF). DSNF
were generated via principal component analysis. The
approach has low computational complexity and shows
high applicability for automatic anomaly identification.
Another method is ant colony optimisation-based network
anomaly detection (Fernandes et al., 2016), where a
seven-dimensional analysis of IP flow is performed. This
has satisfactory performance on false-positive rates.

Goebel and Holz (2007) proposed an effective model
for detecting IRC-based botnets within a given network
based on an evaluation of well-known IRC channel name
patterns. This approach is mainly based on passively
monitoring a network for unregularly nicknames, servers
and server ports.

Shiaeles et al. (2012) proposed a fuzzy estimator
on the mean packet inter-arrival times. The approach
contains two steps, including the actual detection of the
DDoS attack and detecting the offending IP addresses. In
the first step, the mean packet arrival for each IP address
is compared with a fuzzy model. Then, in the DDoS
situation, network traffic is compared with the previous
fuzzy model to detect the attack. The model’s accuracy
result is 80 %, which is a low prediction performance.

Rahbarinia et al. (2014) introduced a P2P botnet
traffic detection system that can identify malicious
P2P botnets called PeerRush. The approach achieves
these results without the need of DPI or signatures,
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and the model precisely identifies applications that use
encrypted traffic. The features consist of inter-packet
delays, duration of the connection and bi-directionality.
The dataset labels are divided into two different classes;
the first one is legal P2P networks, including Skype,
eMule and uTorrent, the second one is illegal Zeus botnet
traffic. The detection model performs both malicious and
legitimate traffic, with an accuracy of 97.9 % and the
false positive rate is 1.2 %.

Livadas et al. (2006) proposed machine learning
techniques to identify the command and control traffic
of IRC-based botnets. The proposed model firstly
classifies network traffic into chat or non-chat labels
using machine learning algorithms, and then tries to find
out whether chat traffic is malicious or non-malicious.
The first classifier in the model has 10 — 20 % false
negative rate and 30 — 40 % false positive rate, which is
relatively high. Lu ef al. (2011) proposed a new method
for detecting and clustering botnet traffic on large-scale
network application communities. The approach is based
on the 256 ASCII bytes on the payload of the packets
over a predefined time window to categorise malicious
IRC-based botnet network traffic from normal network
traffic. As they said, same botnet is programmed by
the botmaster on how and when to respond to received
commands. The authors used standard deviation metric
for botnet network flow decision.

Dittrich and Dietrich (2008) showed that new botnet
paradigm is shifting. P2P - based botnets switch between
TCP and UDP protocols and randomise port numbers in
order to evade security modules such as firewall rules.
Also, the newest botnets use probability-based delegation
of a function by using arbitrary sleep call. For this reason,
the detectors to be developed need to be adaptive to sense
these changes in the network flow.

Contributions

This study detects network attacks using windowing
based training samples by means of machine learning
algorithms. Various algorithms were used to separate
normal network traffic from some kind of attacks,
including Fuzzers, Analysis, Backdoors, DoS, Exploits,
Generic, Reconnaissance, Shellcode and Worms. The
main objective of the proposed model is to use a two-
layer approach for exact classification of malicious
flow. The first layer detects if the flow is malicious or
not malicious. If malicious flow is detected, then the
second layer tries to find out the exact malicious class.
The proposed model does not rely on signature-based
mechanisms or deep packet inspection. Both methods are
easily attacked using encryption methods.
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Two-layer malicious network flow detection system

In summary, the proposed classification scheme makes
the following contributions:

e Anovel two-stage classification technique is presented
for the detection of malicious network flow that is
based on machine learning algorithms. Hence, the
proposed model can avoid overfitting to pre-defined
malicious classes. Layer 1 of the model decides
whether this flow is malicious or not. If it is assigned
the malicious label to the network flow, then layer 2
assigns the exact class to the source of network flow.

e Randomised sparse models were used with L/
regularisation to select the appropriate feature set to
increase the prediction performance and to decrease
the training complexity. Hence, the proposed model
requires less training time.

e The proposed model is very practical. It relies on
sampled network flow data (most enterprises collect it
using software tools in pcap file format).

o The implementation of the proposed classification
system is described by using large volumes of packet
capture (pcap) files that are publicly available on the
Internet for benchmarking of network classification
models.

The rest of the paper describes the approach for ML-
based two-layer application identification and evaluation
of the approach using traffic traces.
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METHODOLOGY

The proposed model relies on two fundamental concepts.
First, the model identifies whether the network traffic is
legal or not. Then, it utilises the binary classification
models during the network flow in order to identify the
exact malicious class. In the second layer, multi-class
classification-based classification methods are applied
to detect the attack type. The proposed system extracts
important features using randomised sparse models with
L1 regularisation and the extracted features are used to
build two different models. The first model identifies if
the network flow is legal or not and this structure can be
considered as a filter. The model attempts to differentiate
malicious traffic from legitimate traffic by leveraging
on the data patterns of communication amongst hosts.
Figure 1 shows the block diagram of the proposed model.
The model consists of two different layers. If there is no
malicious activity in the incoming packet, the proposed
model completes the classification process in the first
layer as a normal label to the traffic.

Classification algorithms

The model uses different machine learning-based
classification techniques, which can be used to detect
malicious network traffic. The selected algorithms are
decision tree, random forest, neural net, AdaBoost and
naive Bayes.
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Figure 1: Architectural block diagram of the proposed model. Layer 1 acts like a filter. Layer 2 classifies the malicious traffic with exact label.
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Dataset

Most of the intrusion detection work in literature uses
a very old dataset, KDDCUP’99. This dataset contains
4 different types of attacks such as DoS, R2L, U2R and
probing in tcp dump format. The number of attack labels
this dataset has is quite low. In addition, the KDDCUP’99
dataset contains 41 predefined attributes. Tavallace ef al.
(2009) showed some important issues which affect the
performance of evaluated systems, and results in a
very poor evaluation of anomaly detection approaches
(Tavallaee et al., 2009). For these reasons, it is not
correct to use the KDDCUP’99 dataset as a benchmark
for research purposes, but a more recent dataset should
be used instead.
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The Australian Centre for Cyber Security (ACCS)
created a hybrid of the real modern normal and the
current arranged attack activities of the network traffic
(Moustafa & Slay, 2015). They published the dataset for
research purposes and it can be downloaded from the
Internet. In order to create a hybrid of the modern normal
and abnormal network traffic, they utilised the IXIA
PerfectStorm tool. The dataset contains nine different
attack families, and are shown in the attack types Table 1.

In order to reduce the computational complexity of
DPI methods, instead, we used packet features to build
classification models. We used 40 different features from
network traces. Table 2 shows all the features used to
build models in our approach.

Table 1: UNSW dataset attack types
Attack No. of rows Attack description
Normal 2,218,761  Normal traffic data
Fuzzers 24,246 Fuzzification (randomly generated data) based attacks
Analysis 2,677 Port scan, spam and html files penetrations
Backdoors 2,329 Security system bypassing method in order to access a computer
DoS 16,353 System resource exhasuting method to interrupt or suspend the services of a host
Exploits 44,525 Using known security problem (vulnerability), attackers send exploits to penetrate a system
Generic 215,481 A technique works against all blockciphers
Reconnaissance 13,987 Information gathering
Shellcode 1,511 The payload in the exploitation of software vulnerability
Worms 174 The network based malicious piece of code that replicates itself

Table 2: Features used in model building

Feature Description

Sport Source port number

Dsport Destination port number

Dur Record total duration

Sbytes Source to destination transaction bytes

Dbytes Destination to source transaction bytes

Sttl Source to destination time to live value

Dttl Destination to source time to live value

Sloss Source packets retransmitted or dropped

Dloss Destination packets retransmitted or dropped

Sload Source bits per second

Dload Destination bits per second

Spkts Source to destination packet count

Dpkts Destination to source packet count

Continued —
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Feature Description

Swin Source TCP window advertisement value

Dwin Destination TCP window advertisement value
stcpb Source TCP base sequence number

dtepb Destination TCP base sequence number

smeansz Mean of the row packet size transmitted by the src
dmeansz Mean of the row packet size transmitted by the dst

trans_depth

Represents the pipelined depth into the connection of http request/response transaction

res_bdy len Actual uncompressed content size of the data transferred from the server’s http service
Sjit Source jitter (mSec)

Djit Destination jitter (mSec)

Sintpkt Source interpacket arrival time (mSec)

Dintpkt Destination interpacket arrival time (mSec)

teprtt TCP connection setup round-trip time, the sum of SYN ACK and ACK_DAT

synack TCP connection setup time, the time between the SYN and the SYN_ACK packets
ackdat TCP connection setup time, the time between the SYN ACK and the ACK packets

is_sm_ips_ports
ct state ttl

ct_ flw_http mthd
is_ftp login

If source (1) and destination (3) IP addresses equal and port numbers equal then, this variable takes value 1 else 0
No. for each state according to specific range of values for source/destination time to live (10) (11)
No. of flows that has methods such as Get and Post in http service

If the ftp session is accessed by user and password then 1 else 0

ct_ftp cmd No. of flows that has a command in ftp session

ct srv_src No. of connections that contain the same service and source address in 100 connections according to the last time

ct srv_dst No. of connections that contain the same service and destination address in 100 connections according to the last time
ct_dst Itm No. of connections of the same destination address in 100 connections according to the last time

ct src_ltm No. of connections of the same source address in 100 connections according to the last time

ct_src_dport Itm  No. of connections of the same source address and the destination port in 100 connections according to the last time

ct dst sport Itm  No. of connections of the same destination address and the source port in 100 connections according to the last time

ct_dst src_ltm No. of connections of the same source and the destination address in 100 connections according to the last time

Label 0 for normal and 1 for attack records

If we examine the dataset, it appears that the network
traffic is at two different time intervals. It was observed
that the size of the normal and attack network traffic are
different in both different time intervals.

In order to make these differences clearer, the size of
the network traffic was visualised for each class. Figure 2
shows normal and malicious network traffic flows at two
different time frames.

Feature selection
Although we have used 36 different features, feature

selection method was used to determine which attributes
are important for the classification process. Feature

extraction improves the accuracy of the classification
model and at the same time reduces the model’s time
to learning (Guyon & Elisseeft, 2003). There are many
studies about attribute selection in literature (Xue et al.,
2013; Chandrashekar & Sahin, 2014). L/-norm-based
sparse linear classifiers can also be used in attribute
selection. By using the weight coefficient value that the
linear model has assigned to the features, attributes with
zero value are removed and the rest of the features are
used to construct the classification model (Chen et al.,
2017).

In machine learning, linear classifier models build
sparse solutions using L/-norm-based cost function.
Many of the predicted coefficients are zero, thus, sparse
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classifier functions are useful for the feature selection.  classification algorithms can be used to create feature
Logistic regression and support vector machine  selection models.
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— continued from page 606
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There are some well-known problems with L1 o Correct
based sparse models for classification problems. The  FTecision = ——————— (2)

classification model tends to select a feature out of
a group of highly correlated variables. Even when a
correlation is not too high, L1 tries to select one single
feature from the group of correlated variables. In order
to overcome the correlation problem, Meinshausen
and Biihlmann (2010) proposed randomisation-based
techniques. Given a dataset from iid X € R™ ", then
the random subset of the data of size ng is defined as
(x5, %) s € Swhere S c {1,2,--,n}. The modified
lasso fit is obtained as shown in equation (1)

—xw)2+ozz:| Wl

(1)

SES

where t; € {t,1} are independent trails of a fair
Bernoulli random variable, and the scaling factor ¢ is
0<t<I.

Evaluation metrics

The following standard model evaluation metrics were
used to find the classification performance of botnet
detection classifiers. Since the datasets that are used
in the experiments are highly imbalanced, traditional
accuracy-based performance evaluation is not enough
to find out an optimal classifier. We used four different
metrics; the overall prediction accuracy, average recall,
average precision (Turpin & Scholer, 2006) and F,
score, to evaluate the classification accuracy which are
common measurement metrics in information retrieval
(Makhoul et al., 1999).

Precision is defined as the fraction of retrieved samples
that are relevant. Precision is shown in equation (2).

Recall is defined as the fraction of relevant samples
that is retrieved. Recall is shown in equation (3).

Correct

Precision =
recision Correct + Missed ..(3)

The proposed evaluation model calculates the
precision and recall for each class from prediction scores,
then finds their mean. Average precision and recall are
shown in equations (4) and (5).

Nclasses—1

Precisiong,g = —— Prec;
Nciasses
i=0 ..(4)
Nclasses—1
Recallg,g = - Z Recall;
classes

= (35

F -measure is defined as the harmonic mean of
precision and recall.

Precgyg X Recallg,g

F,=2X%
1 Precyyg + Recally,g ...(6)

RESULTS AND DISCUSSION

In order to evaluate the proposed model, we conducted a
series of experiments. The main objective of this work
is to improve the classification performance of the model
by using a 2-layer architecture. Information on feature
selection process using the L/-norm based sparse linear
model is given in tables and figures in the next section. In
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the 'classifier performance evaluation' section, we share
the results obtained from the experiments with tables in
the form of feature selection and without feature selection
with five different classification methods.

Feature selection

We obtained the weight coefficient of each attribute
found in the dataset using the L/-norm based sparse
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linear model. Zero-valued attributes were removed
from the dataset before the training phase of the model
creation process. Thus, 11 features were removed from
the data set and the model was constructed using the
remaining 25 attributes. The important values of the
selected attributes are shown in Table 3 and Figure 3. By
applying the feature extraction process to the dataset, it is
aimed to complete the training phase of model building
in a shorter time.
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Figure 3: Feature importance values after training lasso model
Table 3: Sparcity of the feature weights after training the lasso model

Feature name Importance ~ Feature name Importance Feature name Importance

Sjit 1.000 dwin 0.415 Spkts 0.005

Dload 1.000 smeansz 0.315 is_ftp_login 0.000

ct_state ttl 1.000 teprtt 0.265 dbytes 0.000

is_sm_ips_ports 1.000 sloss 0.210 ct_ftp_cmd 0.000

ackdat 1.000 dur 0.145 dloss 0.000

ct_dst_sport_Itm 0.990 dmeansz 0.130 Djit 0.000

ct dst Itm 0.820 stcpb 0.130 Dpkts 0.000

ct_srv_src 0.745 ct_src_dport_ltm 0.125 Dintpkt 0.000

ct_srv_dst 0.690 dtepb 0.065 ct_ flw_http mthd 0.000

sbytes 0.545 Sload 0.040 trans_depth 0.000

Sintpkt 0.520 synack 0.030 res_bdy len 0.000

ct_src_ltm 0.465 swin 0.010 ct dst src_Itm 0.000
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Classifier performance evaluation

The proposed system is implemented using 64-bit
Python 2.7 using scikit-learn machine learning library
for classification models, Pandas data analysis toolkit for
parsing csv file. We divided 80 % of the input dataset
into training and 20 % as the test dataset randomly.
The training phase of each algorithm was repeated five
times and the average of the model measurements was
calculated.

The results produced by five different classification
algorithms without feature selection are shown in
Table 4. From the table, one can infer that the random forest
algorithm-based classification model achieves the highest
accuracy of 99.43 %. Also, the random forest has high
traffic classification accuracy and precision/recall rates.

Table 4: Layer 1 classification results without feature selection

Classifier Precision Recall F, Accuracy
Decision tree 0.92 0.99 0.95 0.9876
Random forest 0.98 0.98 0.98 0.9943
Neural net 0.81 0.01 0.03 0.8750
AdaBoost 0.89 1.00 0.94 0.9846
Naive Bayes 0.46 0.84 0.59 0.8312

Table 5 shows the corresponding confusion matrix of the
best classification result of the random forest algorithm.

Table 5: Random forest classifier confusion matrix without feature

selection
Actual
Positive Negative Total
Positive 663,488 1,950 665,438
Predicted .
Negative 2,383 94,194 96,577
Total 665,871 96,144 762,015

The results produced by five different classification
algorithms with feature selection are shown in
Table 6. From the table, one can infer that the random
forest algorithm-based classification model achieves the
highest accuracy of 99.40 %, which is almost the same
with Table 4. Also, the random forest has high traffic
classification accuracy and precision/recall rates.

Table 7 shows the corresponding confusion matrix
of the best classification result of the random forest
algorithm with feature selection.

609

Table 6: Layer 1 classification results with feature selection
Classifier Precision Recall F, Accuracy
Decision tree 0.92 0.99 0.95 0.9869
Random forest 0.98 0.98 0.98 0.9940
Neural net 0.75 0.02 0.03 0.8748
AdaBoost 0.95 0.96 0.95 0.9884
Naive Bayes 0.44 0.85 0.58 0.8414

Table 7: Random forest classifier confusion matrix with feature
selection
Actual
Positive Negative Total
Predicted Positive 663,160 2,279 665,439
Negative 2,300 94,276 96,576
Total 665,460 96,555 762,015
Table 8: Second classifier decision tree results
All features Feature selection
Prec Recall F, Prec Recal  F,
Fuzzers 0.78  0.76 0.77 0.77 0.79 0.78
Backdoor  0.00  0.00 0.00 0.00 0.00 0.00
DoS 1.00  0.00 0.00 1.00 0.00 0.00
Exploits 0.55  0.90 0.69 0.54 0.94 0.68
Generic 1.00 098 0.99 1.00 0.97 0.99
Recon. 0.74  0.67 0.70 0.91 0.60 0.72
Shellcode  0.00  0.00 0.00 0.00 0.00 0.00
Worms 0.00  0.00 0.00 0.00 0.00 0.00
Table 9:  Second classifier random forest results
All features Feature selection
Prec Recall  F, Prec  Recal F,
Fuzzers 078 076 0.77 077 079  0.78
Backdoor 0.00 0.00 0.00 0.00  0.00 0.00
DoS 1.00 0.00 0.00 1.00  0.00 0.00
Exploits ~ 0.55 0.90 0.69 0.54  0.94 0.68
Generic 1.00 0.98 0.99 1.00  0.97 0.99
Recon. 0.74 0.67 0.70 0.91 0.60 0.72
Shellcode 0.00 0.00 0.00 0.00  0.00 0.00
Worms 0.00 0.00 0.00 0.00  0.00 0.00
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Table 8 shows the results obtained using the decision tree
classifier. Feature selection-based classification model
results are almost the same with the all feature-based
model.

Table 9 shows the results obtained using random
forest classifier. The algorithm creates multiple trees,
which are constructed using a random sample of the
feature set. Feature selection based classification model
results are almost the same with the all feature based
model.

Table 10: Second classifier neural network results

All features Feature selection

Prec Recall F Prec

1

Recal F

1

Fuzzers 0.29 0.65 0.40 0.05 0.63 0.10
Backdoor  0.00 0.00 0.00 0.00 0.00 0.00
DoS 0.27 0.03 0.06 0.27 0.06 0.09
Exploits ~ 0.66 0.08 0.14 0.62 0.84 0.71
Generic 0.82 0.98 0.89 0.49 0.39 0.44
Recon. 0.00 0.00 0.00 0.07 0.00 0.00
Shellcode  0.00 0.00 0.00 0.00 0.00 0.00
Worms 0.00 0.00 0.00 0.00 0.00 0.00

Table 10 shows the results obtained using neural network
classifier.

Table 11: Second classifier AdaBoost results

All features Feature selection

Prec  Recall F, Prec Recal F,
Fuzzers 0.61  0.64 0.63 0.78 0.52 0.61
Backdoor  0.00  0.00 0.00 0.00 0.00 0.00
DoS 0.29  0.00 0.01 0.32 0.49 0.29
Exploits ~ 0.53  0.76 0.63 0.59 0.62 0.53
Generic 0.98  0.97 0.98 0.98 0.97 0.98
Recon. 0.61  0.63 0.62 0.65 0.74 0.61
Shellcode  0.00  0.00 0.00 0.26 0.05 0.00

Worms 0.00  0.00 0.00 0.00 0.00 0.00

Table 11 shows the results obtained using AdaBoost
classifier.
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Table 12: Accuracy results
Classifier All Feat. Acc. Feat. Sel. Acc.
Decision tree 0.8692 0.8677
Random forest 0.8921 0.8904
Neural net 0.7216 0.1047
Adaboost 0.8352 0.8356

Table 12 shows the accuracy results of all classification
algorithms at layer 2 of the proposed algorithm.

Training time

In order to demonstrate the time performance of the
proposed method, we first trained the dataset only
with single-stage multi-class classification algorithms.
Table 13 shows the total training time of the selected
algorithms for one-shot and the proposed method. We
observed that the proposed method had better time
performance over the training phase.

Table 13: One-shot classification training performance

Algorithm One-shot time (sn) Proposed (sn)

Decision tree 45.933 10.105

Random forest 5.687.722 799.609

Neural net 4.230.729 422.746

AdaBoost 4.104.794 183.194
CONCLUSION

In this study, we presented a novel model for the
malicious network traffic classification that relies on
2-layers classification models and selects features based
on sparse linear model. The accuracy of the model will
be reduced if only one algorithm is used to determine the
class label of a malicious network traffic. For this reason,
the use of a layered classification model increases both
classification performance and classification accuracy. In
the proposed model, layer 1 acts like a filter, and harmless
traffic does not move to layer 2.

Using the L/-norm-based sparse linear model,
unnecessary features have been removed from the
dataset, and thus the complexity of the proposed model is
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reduced. For this reason, the training phase of the model
is simpler than the model in which all attributes are used.
When the tables in the results section are examined, it is
observed that the accuracy performance of the proposed
model is high. Some of the harmful network traffic labels
in layer 2 may have lower classification performance
than other classes. The classes with low class distribution
in the dataset also have low classification performance.
As future work, we will focus on labels with low class
distribution to improve classification performance. In
layer 2, we are planning to use the appropriate model of
protocol (http, ftp etc.) type instead of attack class at the
same time. Hence the performance of classes with fewer
examples in the dataset will increase.
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